
Footprinting and 

Reconnaissance

Lab Manual 

THE DOCUMENT INCLUDES ADDITIONAL

PRACTICALS WHICH MAY OR MAY NOT BE COVERED

IN THE COURSE

Hacking with 



 

INDEX 
S. No. Practical Name Page No. 

1 Finding domain registration details with Whois tool 1 

2 Extracting Emails and subdomains details using the harvester 2 

3 To find out targets IP address using IP tracking technique 3 

4 Footprinting domain using Recon-ng tool 5 

5 Google Dorks 7 

 



 

Page | 1  
 

Practical 1: Finding domain registration details with Whois tool 

WHOIS is used to gather information related to the domain name and DNS details of the target. 

Enter the following command to perform Whois operation on target. In this case, we are 

targeting hackerschool.in 
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Practical 2: Extracting Emails and subdomains details using the harvester 

This tool is to gather emails, subdomains, hosts, employee names, open ports and banners from 

different public sources like Google, Bing and other search engines. 
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Practical 3: To find out targets IP address using IP tracking technique. 

Visit Grabify IP logging website https://grabify.link/   

This website creates a tracking link which helps in identifying targets IP address. To perform this 

task, we are trying to convince our target to click on it tracking link that redirects target towards 

a youtube video. Create an IP tracking link by using grabify website; it requires valid URL (In this 

case we are converting youtube video link as an IP tracking link)  

 

 

 

After clicking on Create URL button, the website generates IP tracking URL displayed in New 

URL section, which you can share with a target to grab IP address. 

 

https://grabify.link/
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If the target click on the link, the target’s IP address will be displayed on the same page as 

shown below 
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Practical 4: Footprinting domain using Recon-ng tool 

To launch the recon-ng tool, execute the following command in terminal 

 

Execute the below command, to list out the modules. 

 

 

To use a module, Execute the following command 

 

Execute the show options command, to view the list of options. 
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Execute set SOURCE <domain name> command, to set the domain address as a source  

Example: set SOURCE juggyboy.com  

 

Execute the run command, to start the search for domains 
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Practical 5: Google Dorks 

Google dorks are used to retrieving web pages that contain a specific term. 

1. If you search for intitle:"Index of/" on google search bar, it will display those pages that 

contain the term "Index of/" in the title of the website. 

 

2. inurl: certifiedhacker will result in displaying those pages that contain the term 

"certifiedhacker" in the URL. 
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3. To find out files of a specific format, we can use filetype: followed by file type (pdf, docx, 

xlsx) and keyword. 

For example, filetype:docx hacker will display all word documents that contain word 

hacker. 

 

4. site: certifiedhacker.com will display the results that contain the term "certifiedhacker" 

in the website URL. 
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5. allintitle: trojan definition will return results that contain words trojan and definition in 

web page titles. 

 

Refer following web pages for advanced Google operators  

http://www.googleguide.com/advanced_operators_reference.html  

http://www.exploit-db.com 

 
 

http://www.googleguide.com/advanced_operators_reference.html
http://www.exploit-db.com/

